About OAuth2.0

Introduction

This document is about the following firmware that supports OAuth2.0.

- GP4-Q6. GG8-Q6. GGA-Q6. GC2-RF

The OAuth2.0 setting method described in this document will be included in the user's guide to be published in July 2025.

Background
Microsoft Exchange online, Outlook personal account, Google workspace, Gmail personal account are going to shift to support more
secure Modern Authentication (OAuth 2.0) from Basic Authentication which relies on sending usernames and passwords. See the

table below for an overview.

Vendor Service

SMTP

POP

Microsoft | Outlook

(Personal account)

Disabled on Sep. 16, 2024

(No workaround)

Disabled on Sep. 16, 2024

(No workaround)

Exchange Online

Disabled in Sep. 2025

(No workaround)

Disabled on Oct. 1st, 2022

(No workaround)

Google Gmail

(Personal account)

Disabled on May 30th, 2022
(Workaround: App Password)

Disabled on May 30th, 2022
(Workaround: App Password)

Google Workspace

Disabled on Sep. 30th, 2025
(Workaround: App Password)

Disabled on Sep. 30th, 2025
(Workaround: App Password)

[KM's support policy]
Only SMTP authentication supports OAuth2.0.
<Limitations>
1. Refresh token can only be obtained from Administrator settings on operation panel; obtaining refresh token from Web Connection
is not possible due to technical issues.

2. There is no plan to support OAuth2.0 for POP because the function is used infrequently and is not cost-effective.

Please refer to RFKM_BT2019598EN for details.

About OAuth2.0

OAuth2.0 is newly supported.
Modern Authentication (OAuth 2.0) support on SMTP authentication when sending E-Mail from MFP with the following function.
- Scan to E-mail
- Scan to me
- Scan to URL
- E-mail the documents stored in the user box.
- I-FAX transmission
- Send warning notification such as paper empty, paper jam or toner cartridge empty etc., by E-mail.
- Send counter information by E-mail.
- URL notification E-mail function. Send E-mail containing URL where the document data is saved after SMB transmission, FTP
transmission, WebDAV transmission, or save in box is completed.
- Forwarding receiving Faxes to E-mail address.
- TSI Routing. E-mail address is selected as the destination of the forwarding.
- Send Fax result report by E-mail.



- Sending E-mail from OpenAPI application

OAuth Settings are added in the following location.

+ Setting screen
[Administrator] > [Network] > [E-mail Setting] > [E-mail TX (SMTP)] > [Detail Settings]
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& Setting method
* When setting "Microsoft" to OAuth 2.0 Provider.

1. Set the WebDAV TX setting to ON.

+ Setting screen
[Administrator] > [Network] > [WebDAV Settings] > [WebDAV Client Settings] > [WebDAV TX Setting]
* Remarks
To obtain a refresh token, the WebDAV TX setting must be turned on.
2. Set the SSL/TLS version.
- Setting screen
[PageScope Web Connection] > [Administrator] > [Security] > [PKI Settings] > [Enable SSL Version] > [SSL/TLS Version Setting]
- Setting value
[Minimum TLSv1.2 / Maximum TLS1.2] or [Minimum TLSv1.2 / Maximum TLSv1.3]
- Note
If both Minimum and Maximum are set to TLSv1.3, authentication will fail as Microsoft Azure AD service has not yet started
supporting TLSv1.3.
3. Set the administrator and device email addresses.
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4. Turn on OAuth 2.0 authentication, then select the OAuth 2.0 provider to Microsoft and touch OK.

- Setting screen
[Administrator] > [Network] > [E-mail settings] > [E-mail sending (SMTP)] > [Detail Settings]

- Setting value
OAuth2.0 : ON

OAuth2.0 Provider : Microsoft
5. After touching the OK key in step 3, the Microsoft authentication screen will be displayed.
6. Enter the password for the administrator address in step 1 to complete the authentication.
7. Set the SMTP server address to the Microsoft SMTP server name.

- Setting screen
[Administrator] > [Network] > [E-mail settings] > [E-mail sending (SMTP)] > [SMTP Server Address]



- When setting "Google" to OAuth 2.0 Provider.
1. Set the WebDAV TX setting to ON.

- Setting screen
[Administrator] > [Network] > [WebDAV Settings] > [WebDAV Client Settings] > [WebDAV TX Setting]
» Remarks
To obtain a refresh token, the WebDAV TX setting must be turned on.
When Google is selected in Cloud service provider setting, WebAPI/WebDAV will be used for the communication with Google
server.
Depending on the size of the scanned file, a timeout may occur on sending the file. Please set a longer connection timeout in the
WebDAV client settings in that case.
The recommended setting for the connection timeout is 120 seconds or longer.
When the timeout happens, Server connection error will occur and the job will be deleted.
The maximum file size that can be sent by Gmail is 25MB.
2. Set the SSL/TLS version.
- Setting screen
[PageScope Web Connection] > [Administrator] > [Security] > [PKI Settings] > [Enable SSL Version] > [SSL/TLS Version Setting]
- Setting value
[Minimum TLSv1.2 / Maximum TLS1.2], [Minimum TLSv1.2 / Maximum TLSv1.3] or [Minimum TLSv1.3 / Maximum TLSv1.3]
- Note
If set to [Minimum TLSv1.3 / Maximum TLSv1.3], please set the HTTP version to "HTTP/2,HTTP/1.1".
+ Setting screen
[Administrator] > [Network] > [WebDAV Settings] > [WebDAV Client Settings] > [Certificate Verification Level Settings] > [HTTP
Version Setting]

When TLSv1.3 is used, Google's server will request SNI information.
In order to respond to that request, the WebDAV client must be configured to use HTTP/2 in HTTP Version Setting.
3. Set the administrator and device email addresses.
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4. Turn on OAuth 2.0 authentication, then select the OAuth 2.0 provider to Google and touch OK.

- Setting screeen
[Administrator] > [Network] > [E-mail settings] > [E-mail sending (SMTP)] > [Detail Settings]
- Setting value
OAuth2.0 : ON
OAuth2.0 Provider : Google
5. After touching the OK key in step 4, the Google authentication screen will be displayed.
6. Enter the password for the administrator address in step 3 to complete the authentication.



@ Troubleshooting

- ScanToEmail fails with error code 535 when the OAuth2.0 provider is Microsoft.

Please check that the authenticated SMTP setting is enabled in the Microsoft 365 Management center.
[Procedure]

1.0pen Microsoft 365 Management Center.

# Microsoft 365 admin center
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2.Select Active Users from the left menu.
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3.When you select the target user, a panel will open on the right. Select Manage Mail Apps in the Mail tab.
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 Reset password

Change photo
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Mailbox storage 0.01% (5.662MB/50GB)

Learn more about mailbox storage quotas

Mailbox permissions Email apps

Read and manage permissions (0)
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Send on behalf of permissions (0)

Show in global address list
Yes

Manage global address list visibility

Automatic replies
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Manage automatic replies

All apps allowed

Manage email apps

Email forwarding
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Manage email forwarding
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Edit Exchange properties
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Choose the apps where Tanaka Minoru can access Microsoft 365 email.

QOutlook on the web

Outlook desktop (MAPI)
Exchange web services
Mobile (Exchange ActiveSync)
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4.Please enable authenticated SMTP and save it. The set contents may not be reflected immediately, so if the same error continues
to occur in sending mail, please try again after a while. If the error continues to occur, please check the settings again.



