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(1) Background: Google account requires more security

Starting May 30, 2022, Google will no longer support the use of third-party apps or devices which ask

to sign in to Google Account using only username and password.
https://support.google.com/accounts/answer/6010255?hl=en

On KM MFPs using Gmail for Scan to E-mail or sending/receiving E-mall, it is necessary to change the

setting.

Less secure apps & your GOOg|e Account If "Less secure app access” is on for your account ~
To help keep your account secure, starting May 30, 2022, Geogle will no longer support the use of Because less secure apps can make your account more vulnerable, Google will automatically turn this
third-party apps or devices which ask you to sign in to your Google Account using only your userrams setting off if it's not being used.

and password.
IT "Less secure app access"” is still on for your account, we recommend turning it off now and

Please note this deadling doss not apply to Google Workspaee or Google Cloud [dentity customers. The o
awitching to more secure apps.

anforcement date for these customers will be announced on the Workspace blog at & later date.

For more infarmation, please continue reading.

Special Note on Apple Device Sign-Ins. Users whe have not recently signed into their Google Account Less secure app access

using enly username and password will be able 1¢ only make new sign in attempts using the Goaogle To protect your account, apps and devices that use less sacure sign-in technology are blocked To l 1
. . . . . . ki it Googl Il aut tically turn thi tting OFF if it's it b .

account type starting from February 28, 2022, Existing users may continue to sign into their Google SepyouT SO sE e, v aomaealy i s Setng OFFITIES notheng use

Accourt using their username and password until May 30, 2022, G

If am app or site doesn’t meet our security standards, Google might block anyone who's trying to sign in to vour
account from it. Less secure apps can make it easier for hackers to get in to your account, so blocking sign-ing
from these apps helps keap your account safe. I Q off I

On May 30, 2022, this setting will nolonger be available. Learn more

If Less secure apps is ON, it will be automatically disabled from May 30, 2022.
Scan to E-mail using Gmail will fail with Error Code: 535, Error Details: Server connection error

As a countermeasure, it is necessary to sign in using an App Password with 2-Step Verification turned ON.
Refer the following procedure for detail.



(2) How to enable 2-Step Verification

1. Log

2. Click Security, click 2-Step Verification.

in to Google account.

Google Account Q

Home

Signing in to Google

Personal info

e w
—

@ Security

Password Last changed Apr 11 >
D3 People &sharing

ign i off

5 Payments & subscriptions Use your phone to sign in -] >

2-Step Verification off N
@) Apout e

3. Click

GET STARTED.

€ 2-Step Verification

Protect your account with 2-Step verification

Prevent hackers from accessing your account with an additional layer of security. When you
sign in, 2-Step verification helps make sure your personal information stays private, safe and

secure.

Security made easy

In addition to your passward, 2-Step verification adds a quick
second step to verify that it's you.

Use 2-Step verification for all your online accounts

2-Step verification is a proven way to prevent wides pread

cyberattacks. Turn it on wherever it's offered to protect all your
online accounts.

Safer with Google

4. Enter password and click Next.

Google

To continue, first verify it's you

@gmail.com v

‘> org

[] show password

Forgot password?

English (United States) ~

Help

Privacy

Terms

Let's set up your phone

What phone number do you want to use?

Google will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply.

How do youwant to get codes?

@ Text message O Phane call

Show mare options

Step1aof 3

5. Select a preferred option and proceed.

€ 2-Step Verification

NEXT



6. Click TURN ON.

& 2-Step Verification

Turn on 2-Step Verification?

Second step: Gaoogle prompt (default)
Backup option: Backup codes

¥ ou'll stay signed in to kmi.opslab@gmail.com on these devices: iPhoneSE.

Y ou might be signed out of your other devices. To sign back in, you'll need your password and
secand step.

TURN ON

7. Click left arrow.

2-Step Verification
2-Step Verification is OM since Apri1,2022 TURN OFF

8. Confirm 2-Step Verification is On.

Signing in to Google

—

Password Last changed Apr 11

2-Step Verification Q on

App passwords Mone



(3) How to enable App password
1. Click Security, click App passwords.

Google Account Q

Home

D)

Signing in to Google

Personalinfo

C® Data&privacy
@ Security

Password
&’. People &sharing

2-Siep Verification

@

Payments & subscriptions

Last changed Apr11

°Dn

AT

App passwords

About

Mone

2. Enter password and click Next.

Google

- @gmail.com v

To continue, first verify it’s you

|:| Show password

Forgot password? |

English (United States) ~ Help Privacy Terms




3. Select Mail from the left drop-down list and select

“Other (Custom name)” from the right drop-down list.

< App passwords

App passwords lat you sign in to your Google Account frem apps on devices that dor't support 2-Step Vari fication. You'l only need to enter it
once $o you don't need to remember it Learn more

You don't have any app passwords

Select the app and device you want logenerate the app password for.

Mail Select device

iPhone

iPad
BlackBerry
Mac

Windows Phone

Windows Computer

Other (Custom name}

5. An app password unique to MFP is generated.
Copy the app password and click DONE.

Generated app password

Your app password for your device

abcd efgh ijkl mnop

How fo use it

Email

Go to the settings for your Google Account in

securesally@gmail.com the application or device you are trying to set
up. Replace your password with the 16-
Password character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.

DONE

4. Enter any name describing MFP
and click GENERATE.

& App passwords

App passwords let you sign in to your Google Account frerm apps on devices that don't support 2-Step Verification ou'll only nead to entarit
once so you dont need to remember it. Learn more

Youdon't have any app passwords

Select the app and device you want to generate the app password for.

€250 X

6. Confirm the name is added to the list of “ Your app
passwords”. Then, logout from Gmail.

& App passwords

App passwords et you sign in to your Google Account from apps on devices that don't support 2-5tep Verification. You'll only need to enterit
once g0 you don't need to reme mber it. Learn more

Your app pas swords

Name Created Lastused

czan 611 FM -




(4) How to change Password on MFP

1. On MFP already using Gmail successfully, it is only Password that should be changed on MFP.

Web Connection > Login as Administrator > Network > E-mail Setting > E-mail TX (SMTP) > Password
2. Enter the app password created on the previous step and click OK.

Web Connection 31 biznus oo Administrator Logout

kmi.opslab@gmail.com Your app password for your device

E-mail Setting User ID

abcd efgh 1jk1 mnop

a

E-mail RX (POP) Password ]

E-mail TX (SMTP) Domain Name gmail.com How to use it

SMIME

. . 50 10 the settings for your Geogle Accour
Server load reduction transmission method 01 mf L, ngs for ’ A\ Google Account i
the applicaticn or device you are trying 10 set

E-mail RX Print up. Replace your password with the 16
Cancel character password shown above,
Just like your ncrmal password, this app
ass S 10 your

anyone,

DONE

3. Confirm that Scan to E-mail succeeds.
4. Change of the setting is completed.

END



Appendix. Example of E-mail Setting using Gmail account

TX Settings

mandatory fields
E-mail TX Setting
E-Mail Send
E-mail Motification
Total Counter MNotification

SMTF Server Address

SSLTLS Settings
Fart Mo

Port Mo(SSL)

Certificate Werification Level Seftings

Expiration Date

Key Usage

Chain

Expiration Date Confirmation

CHN

Connection Timeout

Admin. E-mail Address

Device Mail Address

| @)
@)

I Please check to enter host name.

smitp .gmail.com
SMTF over S50 -
25 [1-B5535)
465 1-65535)
| @)
- 60 +  sec(30-300)

kmi.opslab@gmail. com

kmi.opslab@gmail.com

Detail Settings

POP Before SMTP

POP Before SMTP Time

SMTP Authentication

SMTP Authentication Method

Kerberos

INTL w1

DigestMD5

CRANM-MDS

LOGIN

PLAIN

User D

Password

Domain Name

Server load reduction transmission method

Server load reduction transmission method

Binary division Size

Max Mail Size

Senver Capacity limit

+  sec(0-60)

O

O
| @)
O
| @)
O
O

I kmi opslab@grail com

I gmail.com

OFF

100 +

KByte( 100-15000, step. 100)

Mbyte(1-100)



